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This morning, a diverse group of industry, government and civilian representatives met in the Capitol to discuss the hot topic of identity theft.  This working group convened at the behest of the Economic Affairs Interim Committee, pursuant to the Legislature’s passage of SJR 38, which calls for a study of “issues related to identity theft.”

Government representatives at the work group meeting included the Montana Department of Justice, the office of consumer protection, the state’s information technology services division, and the state child support enforcement bureau.  Industry representatives came from banking, insurance, health care, data management, legal, retail, telecommunications and independent businesses.  There also was a victim of identity theft who shared her experience with the group.

Several themes emerged from the group’s four hour discussion.  In general, the issue is complicated and far-ranging.  Statistics regarding the prevalence of identity theft vary widely, depending on one’s definition of identity theft.  Suffice it to say that the Federal Trade Commission (FTC) estimates that 9 million people will be victims of some sort of ID theft this year alone.  This includes victims of lost or stolen credit cards as well as more sophisticated scams where a person’s entire identity is cloned.  Another interesting statistic is that a relatively small number of ID theft occurs over the Internet—about 12 percent, while the overwhelming majority of ID theft is found “off line.”  Even more interesting is that over 11 percent of ID theft is attributed to friends and relatives.

Another theme that emerged from today’s work group meeting is summarized by the term, “privacy paradox.”  This takes several forms.  One form is that there is more and more information about us floating around out there in the world.  And the best way to combat the fraudulent misuse of this information is not though less information, but more.  In other words, to catch thieves, it’s important to know who you are, and to be able to distinguish the real you from the fake you.  This requires information to help make that distinction.  Another privacy paradox is found in the conflict between privacy and right to know.  Personal information needs to be kept as secure as possible to guard against unintentional release into the public domain.  However, Montana’s Constitution is heavily biased in favor of public disclosure under the people’s right to know.  This was highlighted by a comment from the state’s child support enforcement office.   They use social security numbers to track down deadbeat parents who owe child support.  Many agencies are required by Federal law to obtain Social Security numbers on applications for professional or recreational licenses.  Businesses, too, require social security numbers and other personal information in order to file taxes or make payrolls.  So we have, on the one hand, a strong need to limit disclosure of personal information, and on the other hand, a strong need to disclose personal information, at least under tightly controlled circumstances such as tracking down deadbeat parents, or complying with law enforcement, homeland security, and so on.

And therein is another theme: there’s a host of federal law and regulation already tightly controlling what kind of information can be gathered by industries and how and when it can be released, destroyed or otherwise handled.  It is important that we understand how all these laws work so that we don’t create conflicting laws and confusing objectives.

So where do we go from here?  First, we need to enhance efforts to implement existing laws through more aggressive enforcement, and greater consumer assistance and mitigation.  There’s plenty of steps that can be taken without passing new laws whose effect may be minimal or even counterproductive.

Most important, we need to be vigilant both as consumers and as businesses to guard against identity theft.  (I should note that businesses are victims of ID theft as much, if not more, than consumers.)   In short, we need to arm ourselves with information to prevent ID theft.  I recommend visiting the FTC’s web site at www.ftc.gov.  Another excellent resource is the Identity Theft Resource Center, at www.idtheftcenter.org.    

Here’s a list of the ID Theft Center’s “Tips” to consumers:

· Check your credit reports once a year from all three of the credit reporting agencies. 
· Guard your Social Security number. When possible, don't carry your Social Security card with you. 
· Don't put your SSN or drivers license number on your checks.  (In Montana, be sure your SSN isn’t on your drivers license.)
· Guard your personal information. Never give your Social Security number to anyone unless they have a good reason for needing it. 
· Watch for people who may try to eavesdrop and overhear the information you give out orally.

· Carefully destroy papers you throw out, especially those with sensitive or identifying information. A crosscut paper shredder works best. 
· Be suspicious of telephone solicitors. Never provide information unless you have initiated the call. 
· Delete without replying to any suspicious emails requests. Check Scam Alert announcements. 
· Use a locked mailbox to send and receive all mail. 
· Reduce the number of pre-approved credit card offers you receive -888-5OPT OUT (they will ask for your SSN) 
In short, be careful out there!
For Montana Public Radio, this is Geoff Feiss, General Manager of the Montana Telecommunications Association.

